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Chapter 1

Overview

1.1 Introduction

This manual describes Jungo’s CDC ACM/USB2Serial ClasgdDri
(ACM/USB2Serial driver): its features, how to install it, and how to use it.

Jungo’s ACM/USB2Serial driver enables serial applicatimmcommunicate

with USB devices, by exposing them to the operating systewirasl serial
communications portsirtual COM ports ) or as virtual serial modems. The
ACM/USB2Serial driver leverages your existing serial éggtions, enabling them to
communicate with USB devices as if they were serial deviths.serial applications
communicate, without modification, through the operatiygtam serial layers. This
eliminates the development costs of making the applicatid®B-aware.

The driver complies with th€DC ACM Specification: the Communication
Device ClassCDC) Abstract Control Model&ACM ), as defined in th€DC 1.1
Specification(Universal Serial Bus Class Definitions for Communicatiovioes,
Version 1.1, January 19, 199%http://www.ush.org/developers/devclass_
docs/ushcdcll.pdf ).


http://www.usb.org/developers/devclass_docs/usbcdc11.pdf
http://www.usb.org/developers/devclass_docs/usbcdc11.pdf

1.2CDC ACM 8

1.2 CDCACM

1.2.1 Serial Communication Over USB

Most manufacturers choose USB connectivity for their gegifal devices. The
Universal Serial BusWSB) provides many benefits; it is

* Versatile

Hot-pluggable

Plug and Play
* Inexpensive
» Based upon stable, open standards

Computer manufacturers are eliminating legacy serialspamttheir products in
favor of the more popular USB ports. Modern workstationsiofack legacy serial
ports, and are unable to directly connect to legacy seriatds. Therefore, device
manufacturers are updating even older legacy serial haedsevices to connect
via USB. For example, serial modems are being updated with tiBinectivity.
However, this change creates a barrier for existing apjpdics. A legacy serial
application is unable to directly interface with a USB deweithout modification
— a potentially complicated and expensive software project

To facilitate the integration of serial software with USBrthaare, the USB
Implementers Forum wrote the CDC ACM Specification, whicfirges methods for
communicating with USB devices using serial communicatieigontrolling the USB
devices using V.25teyI') commands and accessing the USB data streams. A CDC
ACM class driver can expose USB communication devices tofieeating system as
virtual serial communications ports or as virtual seriadems.

1.2.2 Use Cases

Use the CDC ACM class whenever a USB device must be exposhd taperating
systems using a legacy serial interface. The following ades illustrate some
typical examples.
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1.2.2.1 Modem Device

A company manufacturers serial modems that provide dia@eggss to the Internet
or to private computer networks. Customers are upgradingtocomputers that
lack support for legacy serial devices; the computers amppsrt USB. The existing
product line is rapidly becoming obsolete. The manufactmest update the product
line to support USB.

Use a CDC ACM class driver to expose the USB modem to the apgragstem

as a standard serial modem connected to a COM port (virtral seodem). This
enables modem configuration via the operating system (fameie, via the Windows
Control Panel) and retains the ability to use AT modem condra®nce the class
driver has been installed, serial applications commueiadiih the USB device,
without modification.

1.2.2.2 Diagnostics Channel

A device provides services for diagnostics, scheduling|ark synchronization.
Applications access the device using legacy serial APIsnEkough the device is
highly successful, other devices are appearing on the rdn&euse the cheaper,
now-standard USB interface. To remain a market-leaderdweufacturer must
update the product line to support USB.

Use a CDC ACM class driver to expose the serial-data streahetoperating system
as a standard COM port (virtual serial communications pait)s enables serial-port
configuration via the operating system (for example, viavifiedows Control Panel).
Once the class driver has been installed, serial applitatommunicate with the
USB device, without modification.

1.2.2.3 Other Devices
Use a CDC ACM class driver to add USB support to any deviceubes serial-data
communications:

 Point of service equipment, such as barcode scanners diwhti printers

e Test and measurement devices

* GPS devices that use a serial interface for informatioratgs] such as maps,
NMEA waypoints, and other relevant data

 Applications with serial port control of medical devicasjustrial machinery,
etc.
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1.3 Jungo’s ACM/USB2Serial Driver

Using the CDC ACM Specification as a starting point, Jungdt lani effective
solution to the problem of using legacy serial devices oveBlUJungo’'s CDC
ACM/USB2Serial Class DrivetACM/USB2Serial driver) provides the missing
middle layer — communicating with the USB host stack, whipasing legacy serial
connectivity to the user and the software applicationsh\Wd modification, a legacy
serial application can use the driver-provided virtual C@dft to communicate with
a USB device.

Figurel.lillustrates Jungo’s ACM/USB2Serial driver solution.

Host

Serial

HyperTerminal o
ype Application User Mode

Kernel Mode
Serial Layer (0OS)

Jungo's ACM/USB2Serial Class
Driver

USB Host Stack (OS)

USB Device

Figure 1.1: Jungo’s ACM/USB2Serial Driver Architecture

I The ACM/USB2Serial driver is part of Jungo’s DriverCore guat line [A].
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1.3.1 Key Features

» Complies with the CDC ACM Specification
e Supports
— Proprietary USB-to-serial designs
— Enumeration as a virtual COM port
— Enumeration as a virtual serial modem device

— Serial events, such as TX empty, RX ready, Received Lineabigatect
(RLSD), and RING

— Serial-data transfer

— Encapsulated-data transfer

— Automatic repair of modem-device symbolic linkg][

— USB power management, including selective suspend

— Synchronous I/O and overlapped I/0

— Simultaneous connection of multiple USB devices

— Composite USB devices with multiple CDC ACM functions

1.3.2 Key Benefits

» Turnkey solution: eliminates substantial developmengétand costs
« Hardware- and software-independent solution

* Modular driver

 Available as source code or as object code

 Cross-platform across the supported operating systeth€Rb architectures,
which include x86, x64, and ARM

* Intuitive API, written in C
* Extensive documentation

» Comprehensive technical support

1.3.3 Evaluation

Jungo offers a limited evaluation license for the ACM/USBESI driver. For more
information, contact Jungd].
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Getting Started

To create and use your own customized DriverCore ACM/USEaEdriver, perform
these steps:

1. Generate a customized driver package using the Driver@izard [3]
(recommended), or prepare the package manually [

2. Optionally, perform additional manual driver custontiaa
3. Install the drivers4.1]

4. Test the driver installatior[2Z]

5. Distribute your driversH]

12



Chapter 3

Generating a Customized
Driver Package using the
DriverCore Wizard

The DriverCore wizarddc_wizard) is a GUI application that provides a simple and
reliable way to generate a customized driver package for Y@B devices.

The wizard guides you through the following steps:
1. Selecting the target devices that the driver will handle

2. Customizing the vendor branding information of the disv@.g., manufacturer
name and driver name)

3. Configuring advanced driver settings (optional)
4. Generating your customized driver package

5. Installing the drivers

NOTE
The wizard can generate a single driver package that suppaitiple USB
devices.

13
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To generate a customized driver package

1. Start the DriverCore wizard. The wizard application féeg(,dc_wizard.exe
on Windows) is located in the DriverCore root directory.
The wizard’s welcome screen is displayed.

2. Click Next >to display the device selection window.

@ Select Your, Devices

Select your devices From the detected devices below, or use the "Add new device" buttan to add an unconnected device,

Refresh 1

Type Description Select I
L PCL Intel(R) 82801G (ICH7 Family) USE Universal Host Contraller - 27C8 [ ot e ]
2 PCL: Intel(R) 82801G (ICH7 Family) USB Universal Host Controller - 27C9 s

ISB: MNetlndex DO1MX
Intel(R) 2801G (ICH7 Family) USE Universal Host Contraller - 27C4
Intel(R) 82801G (ICH7 Family) USE Universal Host Contraller - 27CR

+ Microsoft USE Wheel Mouse Optical
Intel(R) 82801G (ICH7 Family) USB2 Enhanced Host Controller - 27CC

Device Descripkion:

Hardware ID: VYendor 11F6, Product 1003
Driver: none

Figure 3.1: DriverCore Wizard — Select Your Devices
3. Select the checkboxes of the USB devices to include intilrerdpackage.

I To add a device that is not currently connected to the hdsgrconnect the
device and clickRefresh or click Add deviceand enter the device details.

4. Click Next >to display the driver package configuration window (see
Figure3.2below).

e The upper area of the window lists the devices that you teddn the
previous step. Each row contains text fields that enableycoustomize
the configuration information for a a specific device.

» The lower area of the window contains text fields that engbieto
customize configuration information that applies to allfod tevices.
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@ Configure The Driver, Package |Z||E|[z|

Canfigure the Fallowing parameters,

Enter display names For wour devices in the list,
For Further information about DriverCaore architecture please consult the documentation,

Hardware ID Child Display Mame | Enumerator Display Name

1| USEWID 11FaEPID 1003 | uge Modam Jungo Enumerator

Manufacturer Name

Package Type
|Jun|;||:| Limited | 9=

() ACM SERIAL

Child Driver Mame

| jungo_rnodermn |
Enumeratar Driver Mame 'C} CBREX
| jungo_enumerakar |

ECk
Inskallation Disk Mame

. N EEM
|Jungu:u Maodern Driver Installation Disk, |

W

Figure 3.2: DriverCore Wizard — Configure the Driver Package

5. Enterdisplay namesfor the enumerator and child logical devices.
Choose display names that will help users identify your cevwithin the
operating system device lists.

6. Enter your custom text in each of the remaining fields.
Thedriver name fields determine the file names of the drivers.
Note: It is important to use unique company-/product-djEcames, to ensure
that there is no name conflict with other drivers in the system

7. InthePackage Typ@rea, choose the device category that matches your target
devices.
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8. To configure non-CDC-compliant drivers or disable zenogth packet
(a) Click Advanced..to display theAdvanced Settingsvindow [Figure3.3).

(b) Configure the desired parameters, then aliék
The Advanced Setting&/indow closes.

) Advanced Settings

Caonfiqure the Following parameters {in hesx):
[] Mon-CoZ-compliant configuration

The parameters below override the standard CDC configuration.
This override can be used ko define a proprietary device
that is not compliant with the COC specification.

IISE configuration to use

Data inkerface

Alkernake setting that enables the data interface

Alternate setting that disables the data interface

Daka-in endpoint address in the "enable” alternate setting
Daka-out endpoint address in the "enable” alternate setting
Communication inkerface {optional)

Matification endpoint address (optional)

JUUHOUUL

Enable zero length packet

(04 ]L Cancel J

Figure 3.3: DriverCore Wizard — Advanced Settings
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9. Click Next >to display a browse dialogue; select the target directanigér) in
which to store the generated driver package, and @ik

Browse For, Folder

Zhoose the destination directarsy,

@ Deskiop
=] B My Documents
) My Music 0
ﬁﬂ My Pickures
= [C3) My Projects
(@] DriverCore Driver
E My Shapes
IE My Wideos
= My Computer b
[ >

[

|

[ Make Mew Folder ] [ QK l [ Cancel

Figure 3.4: DriverCore Wizard — Choose the Target FoldetHerDriver Package

10. The wizard attempts to generate the driver package, iapthgs the result.
Upon success, you are given the option to install the drivey®u selectyes
the wizard initiates driver installation; follow the ingttions in the device
driver installation wizard to complete the installation.

I AppendixB describes the contents of the generated driver package.

NOTE

For anACM modem device before installing the drivers you may need to modify
the generated modem child driver INF file, to configure the emdommand set
for your specific device, as explained in secttf of the manual.




Chapter 4

Installing and Uninstalling the
Drivers

4.1 Installing the Drivers

To provide driver services to the operating system, thesdsimust first be installed
on the target machine.

NOTE

If you decide to use the control device mode, you must ingialcontrol device
before installing the driver package. For more informatemelsolating Child
Devices from Plug and Plaj6.5].

There are two methods for installing DriverCore drivers aiadows machine:
1. Using the Windows Driver Package InstallBRInst) [4.1.3 (recommended).

Note: The DriverCore wizard uses DPInst for the optionatelrinstallation
(see Chaptes, step #4.0).

2. Using the Windows Plug and Play Managéri[.4.

18
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NOTE
DPInst has several advantages over the Windows Plug andvizlagiger
installation:

» Minimizes user-interaction
» Can be used from your own software installer
» Works regardless of whether the USB device is connectdtetcamputer

» Enables automated uninstallation using the Windows Ad&l@move Programs
Wizard 4.3.3

NOTE

« In this documentatioridriver installation package” refers to the package
that contains the driver installation files. This can beaiour customized
DriverCore driver packageB] or a package created specifically for
installation b.1].

« If your device has not been WHQL-certified together with EirézerCore
drivers, and/or if the drivers have not been digitally sigjnearning dialogue
boxes will appear during installation; you may cliContinue Anyway
(except for 64-bit editions of Windows Vista and higher).€rmble a smooth
installation experience, WHQL-certify your devices wittetDriverCore
drivers b.2.

4.1.1 Hardware Requirements

DriverCore supports Windows systems using the followindJGes:
* Any x86 32-bit processor
* Any x64 64-bit processor (AMD64 or Intel 64)

4.1.2 Software Requirements

DriverCore supports the following Windows versions:
* Windows XP (SP2 or higher)
* Windows 2000 (SP4 or higher) — for compatible devid8k [
* Windows Server 2003 (SP1 or higher)
» Windows Vista (SP1 or higher)

Before installing the drivers, update Windows to the spedifiervice pack level.
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4.1.3 Installing the Drivers using the Windows Driver Packae
Installer (DPInst)

NOTE

Before performing the installation procedure describetthisi section, verify that
thedpinst.xml file in your driver installation package lists all the relavéNF

files — namely, the enumerator and child driver INF files, dredExtra-Control
Device INF file — if you have selected to use the Extra-Corib@lice feature of
the dual-device driver mod#&[3.3.

If you have renamed the default files, you will need to @ginst.xml to include the
correct file names (see information in sect@d, step #9).

To install the drivers using the Windows Driver Packagedhst (DPInst) [C]

1. Navigate to the directory containing the driver instidia package for the
target CPU (e.gx86 or x64).

2. From this directory, start the Windows Driver Packagédihsr —DPInst.exe
The Windows Device Driver Installation Wizard opens.

3. Confirm installation of the drivers and follow the insttioas in the wizard to
complete the installation.

I DPInst has several advantages over the Windows Plug andvilagiger

~ installation B.1.4, as explained above[1].

4.1.4 Installing the Drivers using the Windows Plug and Play
Manager

NOTE
As explained above, it is recommended to use the DPInstlatsta method #.1.3

instead of the method described in this section.

To install the drivers using the Windows Plug and Play Manage

1. Connect your USB device to a USB port on the computer.
After a few moments, the Windows Plug and Play Manager autioaiby
detects the new hardware and opens the Found New Hardwaeed\Viz
The wizard asks whether you would like to use Windows Update.

2. SeleciNo, not this time then clickNext >,
The wizard asks what you want to do.
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3. Selectnstall from a list or a specific location (Advancedjhen clickNext >,
The wizard prompts for search and installation options.

4. Click Browse
TheBrowse for foldeidialogue box opens.

5. Browse to the directory (folder) containing the drivestadlation package for
the target CPU (e.gx86 or x64).

6. Select thariver subdirectory, then clicloK.
TheBrowse for foldedialogue box closes.

7. Click Next >.

8. Confirm installation of the drivers and follow the instfioos of the wizard, to
complete installation of the enumerator driver.
The wizard indicates that the driver is installed.

9. Click Finish
The Plug and Play Manager again detects new hardware ang tipeRound
New Hardware Wizard.
The wizard asks whether you would like to use Windows Update.

10. Repeat this procedure, starting from st@pt# install the child driver INF file
and any additional required INF files, such as the Extra-@bbtevice INF
file [7.3.2.

4.2 Testing the Driver Installation

If the drivers are properly installed for your USB devices iVindows Device
Manager will display your device in the device tree.

To verify that the drivers are installed, perform these step
1. Connect your USB device to the computer.
2. Open the Device Managatdvmgmt.msg.
3. From theView menu, selecBy Type
4. Locate your device within the device tree:
* ACM modem devices are displayed undiéodems
e ACM serial devices and OBEX devices are displayed ufdets.

NOTE
If your device is not listed in the Device Manager —i.e., thigets failed to install —
refer to theTroubleshootin@ppendix J.1.1.
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4.3 Uninstalling the Drivers

If the driver services are no longer needed, the drivers eaminstalled from the
target machine.

There are several methods for uninstalling the DriverCoireets on Windows:
 Using the Windows Device Managet.3.1].
e Using DPInst command-line uninstallatiof.3.3.
* Using the Windows Add or Remove Programs Wizard.

NOTE

The Windows Add or Remove Programs Wizard method can onlysbd to
uninstall drivers that were installed using DPIn&t1[.3.

NOTE

If the control device is installed, after uninstalling thévér package you must

uninstall the control device. For more information, $eaating Child Devices from
Plug and Play[6.5].

I The level of clean-up performed by the uninstallation mafedidepending on
~the uninstallation method and the version of the operatjstesn.

We recommend using the Windows Add or Remove Programs W[Za8d3 or
DPInst §.3.9 to uninstall the DriverCore drivers.

4.3.1 Uninstalling the Drivers from the Device Manager
To uninstall a driver using the Windows Device Manager, atjtiee following
sequence for each INF file that you installed for the driver:

1. Open the Device Managetdvmgmt.msg.

2. Inthe device tree, locate the device node for the instadNg- file.

3. Right-click the device node and seléftinstall.

NOTE
On some versions of Windows, this method leaves traces afrthier in the system.
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4.3.2 Uninstalling the Drivers Using DPInst

To uninstall your drivers using the Windows Driver Packaggtaller (DPInst) C]

1.

2.

Open a command prompt.

Change directory to your driver installation packagectiory. For example:
cd C: \DriverCore \x86

. For each INF file that you installed using DPInst, RiRInst.exewith the

uninstall option +u :
DPInst.exe /u <inf-file-path>

Note: The DriverCore driver INF files are located in tiréver directory of
your driver installation package; therefore, the INF pdtbugd normally be
driver/<INF file name>

For example, to uninstall the enumerator driver namgd enum, run
DPInst.exe /u driver/my_enum.inf

If you installed the drivers using DPInst.[L.3, you can find the list of
installed INF files in thalpinst.xml file that was used in the installation.

NOTE

You may also wish to use thid option to delete the binary files that were
copied to the system as part of the driver installation:

DPInst.exe /u <inf-file-path> /d

This method is not limited to drivers that were installechgsDPInst.

4.3.3 Uninstalling the Drivers Using the Windows Add or

Remove Programs Wizard

If the drivers were installed using the Windows Driver Pagkénstaller
(DPInst) @.1.3, they can be uninstalled using the Windows Add or Remove
Programs Wizard:

1.
2.
3.

Close any open applications that access your USB device.
Start the Windows Add or Remove Programs Wizard.

In theCurrently installed programdist, locate the row containing
the software to be uninstalled. The drivers should be liated
Windows Driver Package — <Manufacturer> (<Driver name>) BS

. Select the row, then clickhange/Remove

TheUninstall Driver Packagalialogue box opens, requesting confirmation.

. Click Yes

The Windows Driver Package Installer (DPIngE] uninstalls the drivers.
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Distributing the Drivers

To distribute your DriverCore drivers
1. Prepare a driver installation package, which contaiegltiver files and all
other files required for installing the drivers on target trines b.1].

2. Install the drivers on target machines.
The supported driver installation methods are describsédtiond. 1

TP
For a smooth installation experience, it is recommendedytha \WWHQL-certify

and/or digitally sign your drivers before distributing th¢5.2].

5.1 Preparing a Driver Installation Package

Before distributing your drivers, you need to prepare aeatrinstallation package.
Your customized driver packagB] contains the files that are required for driver
installation, as well as additional files. This section g@sigou through the process
of creating a driver installation package that includes ¢iné required files.

24
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NOTE
In the following instructions

e The"driver package directory” is the customized driver package directory
for the target platform (e.gx86 or x64), as generated by the DriverCore
wizard [3] or prepared manuallys].1].

» Replace<enum>and<child> instances with the names of your selected
enumerator driver and child driver, respectively. For egkanif the name
of your enumerator driver igingo_enum, replace<enums>.syswith
jungo_enum.sys In addition, replac&extra_ctrl> instances with the name
of the Extra-Control Device?.3.3.

To create a custom driver installation package
1. Create a new installation directory{e installation directory” ).

2. To support installation of the drivers using DPIR&t.3, copy the following
files from the driver package directory to the installatiarectory:

e DPInst.exe— the Microsoft Windows Driver Package Installer
(DPInst) [C]

« difxapi.dll —the Microsoft Driver Install Frameworks API (DIFXAPI)
DLL, required by DPInst

« dpinst.xml — DPInst descriptor (configuration) file

3. Inthe installation directory, createdaiver subdirectory, and copy to this
subdirectory the following files from the driver packadygver subdirectory:

» WdfColnstaller01007.dll — the Microsoft Windows Driver Foundation
(WDF) co-installer DLL, which is required for the operation oéth
DriverCore drivers

e <enum>.sys(default:dc_enum.sy¥— the enumerator driver, which
provides the interface between the USB and the child driver

» <enum>.inf (default:dc_enum.inf) — an INF file for installing the
enumerator driver

e <child>.sys(default:cdc_acm.sys— the child driver

 <child>.inf (default:cdc_acm_modem.inbr cdc_acm_obex.inf— an
INF file for installing the child driver
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The followingdriver directory files are only required if you have selected
to use the control device mode — deelating Child Devices from Plug and
Play[6.9. Otherwise, they need not even be included in your custethiz
driver package:

e <enum>_control.inf (default:dc_enum_control.inf) — an INF file for
creating the control device

» wdreg.exe— a utility for installing/uninstalling the control devidsF
» wdreg_gui.exe- a graphical version afidreg.exe

The followingdriver directory files are only required if you have selected to
use the Extra-Control Device feature of the dual-devicesdinnode 7.3.3;
otherwise, they need not even be included in your custondredr package:

 <extra_ctrl>.inf (default:cdc_acm_ser_ctrl.inj — an INF file for
creating an Extra-Control Devic& 3.2

5.2 Digital Driver Signing and Certification

5.2.1 Overview

Before distributing a Windows driver, you can certify ardd@itally sign it; either
submit the driver to the Microsoft Windows Logo Program,YéHQL certification
and signatureq.2.3, or have the driver Authenticode signezi?.3.

Some Windows operating systems, such as Windows XP and paédomot require
installed drivers to be digitally signed or certified. Thare, however, advantages to
getting the driver digitally signed or fully certified, inaling the following:

« Driver installation on systems where installing unsigdegers has been
blocked

 Avoiding warnings during driver installation

» Avoiding the need to re-install the driver, when moving tlevice to a different
USB port

« Full pre-installation of INF files on Windows XP and higher

64-bit versions of Windows Vista and higher, e.g., Windowsv@r 2008, require
Kernel-Mode Code Signing (KMCS) of software that loads imlet mode.
Therefore, DriverCore-based drivers must be WHQL certifiedistributed together
with an Authenticode-signed catalog file, to permit instiédin under these versions
of Windows.
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TIP
During driver development, you can configure Windows to teraply allow the
installation of unsigned drivers.

For more information about digital driver signing and dasétion, see:

* Driver Signing Requirements for Windows:
http://www.microsoft.com/whdc/winlogo/drvsign/drvsi gn.mspx .

» Thelntroduction to Code Signingppic in the Microsoft Developer Network
(MSDN) documentation.

« Digital Signatures for Kernel Modules on Systems Runnirigdws Vista:
http://www.microsoft. com/whdc/winlogo/drvsign/kmsig ning.mspx .
This white paper contains information about kernel-mod#ecgigning, test
signing, and disabling signature enforcement during agraknt.

5.2.2 WHQL Driver Certification

The Microsoft Windows Logo Program defines procedures fbrnstiing hardware
and software modules, including drivers, for Microsoft lifyaassurance tests.
Passing the tests qualifies the hardware/software for Mafta@ertification,

which verifies both the driver provider’s authenticity ahé driver’s safety and
functionality.

Device drivers should be submitted for certification togethith the hardware that
they drive. The driver and hardware are submitted to Midftss@/indows Hardware
Quality Labs YWHQL ) testing in order to receive digital signature and certifara
This procedure verifies both the driver’s provider and itisdyéor.

To enable a smooth installation experience, WHQL-certifyrydevices together
with the DriverCore drivers. For information about Jungd&/slQL services, please
contact JungoK].

For detailed information regarding the WHQL certificatiologess, refer to the
following Microsoft web pages:

* WHQL home page:
http://www.microsoft. com/whdc/whql/default. mspx

* WHQL Policies page:
http://www.microsoft. com/whdc/whgl/policies/default .mspx


http://www.microsoft.com/whdc/winlogo/drvsign/drvsign.mspx
http://www.microsoft.com/whdc/winlogo/drvsign/kmsigning.mspx
http://www.microsoft.com/whdc/whql/default.mspx
http://www.microsoft.com/whdc/whql/policies/default.mspx
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5.2.3 Authenticode Driver Signature

The Microsoft Authenticode mechanism verifies the autleggtof the driver
provider using a digitally signed catalog file, containinéprmation about the driver
developers and their code. By providing the catalog file tiogrewith the software,
the publisher informs the users of the driver that the publiss participating in

an infrastructure of trusted entities. The Authenticod@ature does not, however,
guarantee the code’s safety or functionality.



Chapter 6

Advanced Topics

6.1 Manually Preparing a Customized Driver Package

This section describes how to manually prepare a custoriizedows driver
package for your USB device(s), including

1. How to create a new customized driver package from thelemfiles
2. How to configure the driver package by editing the INF fitegs includes
(a) Defining the devices’ hardware IDs

(b) Customizing the vendor branding information of the drg/(e.qg.,
manufacturer name and driver name)

Note: For additional information regarding manual configuratibariver
parameters via the INF files, refer to appenix

I AppendixB describes the contents of DriverCore driver packages.

TIP
It is easier to generate a customized driver package auimatigtusing the
DriverCore wizard, as outlined in Chaptr

29
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To manually prepare a customized driver package, followetsteps:

1. Create a driver package directory for the target CPU;Xan®le x86 for
installation on 32-bit computers, ®64 for installation on 64-bit computers.

NOTE

In the following documentation, replas@kg-target-dir> instances with the
full path to the target driver package directory that yolated, for example
C:\Jungo_Modem_Driver\x86.

2. Create ariver directory in your new driver package directory:
<pkg-target-dir>\driver.

NOTE

In the following documentation, replae&lriver-target-dir>
instances with the full path to thdriver directory, for example
C:\Jungo_Modem_Driver\x86\driver.

3. From the appropriate DriverCore source CPU directogy, 886 or x64, copy
difxapi.dll andDPInst.exeto <pkg-target-dir>.

4. From the DriverCoréemplate directory, copydpinst_template.xmlto
<pkg-target-dir>.
Rename the copy tdpinst.xml.

5. From the appropriate DriverCodeiver directory, e.g.x86\driver or
x64\driver, copy the following files te<driver-target-dir> :

» WdfColnstaller01007.dll
» dc_enum.sys
e dc_enum.pdb
e cdc_acm.sys
e cdc_acm.pdb

The following files are required only if you have selected $e the
Extra-Control Device feature of the dual-device driver m¢a3.7:

e cdc_acm_ser_ctrl.inf

6. From the DriverCor¢éemplate directory, copy the following files to
<driver-target-dir> :

* The enumerator INF file templatdc_enum_template.inf
» The appropriate child INF file template for your target drdevice:
— cdc_acm_modem_template.inf for ACM modems

— cdc_acm_obex_template.inf for non-modem ACM or OBEX
devices
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7. Choose unigue enumerator and child driver names. If yoa balected to use
the Extra-Control Device feature of the dual-device drivede [7.3.3, you
can also choose a unique Extra-Control Device name. Thetedlaames will
be used to name the files associated with the renamed modules.
The documentation uses the following notation to refer toryselected names:

* <enum>-—the enumerator driver name, ejgngo_enum
 <child> — the child driver name, e.gyngo_modem

 <extra_ctrl> — the Extra-Control Device name, e.g.,
jungo_extra_ctrl_dev

Note: These notations deotinclude file extensions (such as ".inf").
8. In<driver-target-dir> , rename the following files:
 dc_enum.sydo <enum>.sys
» dc_enum.pdbto <enum>.pdb
e cdc_acm.sygo <child>.sys
e cdc_acm.pdbto <child>.pdb
* dc_enum_template.infto <enum>.inf

» The template child INF file (e.gcdc_acm_modem_template.infto
<child>.inf

If you have selected to use the Extra-Control Device featfitbe dual-device
driver mode ¥.3.3, rename the following files as well:

e cdc_acm_ser_ctrl.infto <extra_ctrl>.inf

9. In the<pkg-target-dir> directory, editdpinst.xml:
e ReplaceENUM_DRIVER_NAME with <enum>.
« ReplaceCHILD_DRIVER_NAME with <child>.

« If you have selected to use the Extra-Control Device featdithe
dual-device driver moder[3.7, duplicate the line that refers to the child
driver INF file, and replace the INF file name with the name afyo
Extra-Control Device INF file:

<package path=". \driver \<extra_ctrl>.inf" />
For example, for the default Extra-Control Device INF filenwea—
cdc_acm_ser_ctrl.inf- add the following line:

<package path=". \driver \cdc_acm_ser_ctrl.inf" />
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10. Edit the enumerator INF file <enum>.inf — and the child INF file —
<child>.inf:

(@) Replace all instances of the following strings:

(b)

(©

« MANUFACTURER with your company name, for examplango

* INSTALLATION_DISK with your installation disk name, for
exampleJungo_Modem_Installation

* DRIVER_NAME with your selected driver name:
— In <enum>.inf, replaceDRIVER_NAME with <enum>.
— In <child>.inf, replaceDRIVER_NAME with <child>.

Replace th®riverVer line, in both files, with the equivalent line from
the DriverCore enumerator INF filede_enum.inf, found in the relevant
DriverCoredriver directory for the target CPU (e.k86\driver or
x64\driver).

Modify the hardware ID definitions in tH®eviceList],
[DeviceList.NTx86], and[DeviceList. NTamd64]sections.

The format of the hardware IDs in the template INF files is
<device type3VID_XXXX&PID_YYYY&MI_Z7Z

Modify the hardware ID definitions to fit your device:
e ReplaceXXXX with thevendor ID.
* ReplaceYYYY with theproduct ID .

» For a composite device, replagg with theinterface number to be
associated with the driver.
For a non-composite device, delete the interface numbépseat
the end of the line&MI_ZZ .

The<device type>portion of the hardware ID is already defined

in the template INF files: it i€)SBin the enumerator INF file,

and the appropriate type for your device in the child INF fdeg(,
USBCDCACM); donot modify the device type definitions in the files.

For example, to install the enumerator driver for interfacd a
composite device with vendor ID 0x1111 and product ID Ox2 220
the hardware ID irkenum>.infto USB\VID_1111&PID_2222&MI_3.
For a similar but non-composite device, omit #aell_3 portion:
USB\VID_1111&PID_2222
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NOTE

Each hardware ID line has two instances of the hardware ID:
% <hardware ID>.DeviceDesc%=DevInstalkhardware ID>.
Be sure to change both hardware ID definitions in each line.

Add similar hardware ID lines for each additional device or
composite-device interface that you want to associate théldriver.

(d) Modify the hardware description lines in tf&trings] section —
<device type3 <hardware ID>#.DeviceDesc = "DISPLAY_NAME":

i. Modify the hardware ID definitions, as explained in stdjpé

ii. Replace eacDISPLAY_NAME device descriptionfeviceDesk
with the desired display name.
Choose meaningful display names that will help users iéientiur
devices within the operating system device lists.

For example, to identify your ACM modem child device (vendor
ID 0x1111, product ID 0x2222) akingo Modem, edit the line to:
USBCDCACM\VID_1111&PID_2222#.DeviceDesc = "Jungo Modem”

NOTE
You can also modify any of the other strings in {&rings] section.

If you have selected to use the Extra-Control Device feattithe
dual-device driver modér[3.3, you can also modify the strings in the
Extra-Control Device INF file€extra_ctrl>.inf).

(e) Delete all## occurrences in the files.

6.1.1 Adding Control Device Support to a Driver Package

If your DriverCore distribution includes the optional coritdevice files .5.3, you
can add control device mode-support to your driver packages

NOTE

The control device feature is not included in the default/BxCore distribution.
Look fordc_enum_control.infin the DriverCoredriver directory. If it is not there,
you can contact Jungo sald€][ to obtain the control device files at no additional
charge.
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To add control device mode-support to a driver package

1. Copy the following files from the DriverCouiver directory to
<pkg-target-dir>:

e wdreg.exe

e wdreg_gui.exe

e dc_enum_control.inf
2. In<pkg-target-dir>, renamelc_enum_control.infto <enum>_control.inf.
3. In<pkg-target-dir>, open<enum>_control.infin an editor:

» Replace all occurrences d€_enumwith <enum>.

* Edit the strings in th¢Strings] section. Replac®C control device"
with the desired display hame. Choose a meaningful dispayathat
will help users identify your device within the operatingsgsm device
lists.

6.1.2 Manually Preparing a Build Package

If you select to modify the properties of your driver filesuyoeed to rebuild the
drivers, as outlined in Append2. To add the required build files to your customized
driver package, follow these steps:

NOTE
As explained abover], in this manual<enum>represents your selected
enumerator driver name, arahild> represents your selected child driver name.

1. Createenum_sysandchild_sysdirectories in youkdriver-target-dir>
directory.

2. Copy the required files from the DriverCdesmplate directory to the new
directories:

(a) Copy the following files to both thenum_sysandchild_sysdirectories:
e rc_template.rc
 sources
* makefile
 kernel_util.lib

(b) Copydc_enum.libto theenum_sysdirectory.
You can rename this file as you wish; for example, rename iséyour
enumerator driver name<enum>.lib.
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(c) Copycdc_acm.libto thechild_sysdirectory.
You can rename this file as you wish; for example, rename iséoyour
child driver name —<child>.lib.

3. Rename the copies of the _template.rcresource file, using the respective
driver names:

¢ Rename the file in thenum_sysdirectory to<enum>.rc.
* Rename the file in thehild_sysdirectory to<child>.rc.
4. Edit the renamed resource filesenum>.rc and<child>.rc — as follows:

* ReplaceDRIVER_NAME instances with your selected driver name:
<enum>in <enum>.rc, and<child> in <child>.rc.

» Modify the string definitions in the files, as you see fit. Feample, in
theVER_COMPANYNAME_STR string definition, replacdungo with
your company’s name.

5. Modify the copy of thesourcesfile in theenum_sysdirectory:

» ReplaceDRIVER_NAME instances with your selected enumerator
driver name <enum>.

* ReplaceLIB_FILE_NAME with your selected enumerator driver library
name — e.gsenum:> (see step 2b).

* Delete allsDDK_LIB_PATH lines,excepftor the line containing
ntstrsafe.lib.

6. Modify the copy of thesourcesfile in the child_sysdirectory:

* ReplaceDRIVER_NAME instances with your selected child driver name
—<child>.

» ReplacelIB_FILE_NAME with your selected child driver library name
— e.g.,<child> (see step 2h).

* Delete all$DDK_LIB_PATH lines,excepfor the lines containing
ntstrsafe.lib or wdmsec.lih
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6.2 Configuring the ACM Driver Modem Command
Set

Because many modem command sets are proprietary, the ACMmddver must
be configured for the specific command set of your modem. Tdrifiguration is
done via the modem child driver INF file. The provided Driver€version of this
INF file is configured for the MicroLink 56K USB modem; for othraodems, before
installing the modem child driver, edit its INF file to configtthe modem command
set for your specific modem device.

To configure the modem command set:
1. Open the child driver INF file, using a text editor.

2. Locate the modem-specific parameters (e.g., initiafinasettings, and
responses). These parameters are located withiRésponsesection.

3. Configure the parameters to use the command set of yourrmode

6.3 Power Management

DriverCore fully supports Windows power management meshoetluding selective
suspend. Selective suspend provides the ability to powena@md later resume an
idle USB device. The idle device is suspended without afigadther devices that are
connected to the same hub or, in the case of a multifunctigicelewithout affecting
the other functions in the device. When all of the devicesiacfions have been
suspended, the entire hub or multifunction device can bespasvdown.

When theldleTimeout  INF/registry parameter is seE[1], DriverCore detects
when the child driver is idle, and enables selective suspgraispending the
enumerator device.

Selective suspend requires the following prerequisites:
« The host operating system must be running Windows XP ordrigh

e The device must support USB remote wakeup.
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6.4 Maintaining State during Device Disconnection

Typically, when a USB device is disconnected, the deviceeds state is cleared.
This is the default DriverCore behavior — when the enumelatas) device is
unloaded, DriverCore automatically unloads the child deyclearing the driver state.

For some applications, it may be desirable to retain dritaesin case the device is
later reconnected. For example, a terminal session coutlddietained even though
the USB modem was temporarily disconnected from the compDtarerCore’s
supports this special behavior — when @telDevHoldChildIfinUse

INF/registry parameter is seE[3.9, DriverCore delays unloading the child device
until all handles to it are closed.

NOTE
This feature requires control device mode, to isolate thid device from Plug and

Play [6.5].

6.5 Isolating Child Devices from Plug and Play

6.5.1 Introduction

The enumerator driver (bus driver) is loaded by the physlegice object (PDO)
which handles the interrupt request packets (IRPs) for tysipal USB device that
is connected to the USB bus (USB controller). The child de\#unction drivers)
are loaded by the functional device objects (FDOs) whichdiealRPs for the USB
functions that the device can handle.

In the typical USB device-driver stack, the function drivéchild devices) are located
under the bus driver (enumerator device) in the stack. Bhassio the DriverCore
default configuration. The following figure uses a sectiamfithe Windows Device
Manager to illustrate this configuration.

=6 Intel(R) ICH9 Family USE Universal Host Controller

. B €3 USB Root Hub
' =68 USE Enum Device

" EE ECM Device \

Child device Enumerator device
Figure 6.1: USB Device Stack without a Control Device

For certain types of applications, it is desirable to isotae FDOs from Plug and
Play, which isolates the PDOs from the FDOs. Plug and Pldgtisa enables
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« Driver control over power management — required for the EQiiter to
support selective suspend.

« Driver control over the loading and unloading of the chitdvdr. This enables
the driver to retain state, even when the device is discdeddmom the USB.
For example, when used with the ACM/USB2Serial driver, enieal session
can be maintained even though the USB modem is disconnextgubtarily
from the computerg.4).

DriverCore supports a means of isolating the FDOs from th© Rbe creation of a
control device. The control device is created manually, @staal device at the root
level of the Windows device stack. The FDOs (child devices)acated under the
control device, isolating them from physical bus eventsfameh Plug and Play. This
is calledcontrol device modeThe following figure uses a section from the Windows
Device Manager to illustrate this configuration.

= E%t- IntelR) ICHS Farmily USE Universal Host Controller
=62 USB Rook Hub
E%P USE Enurn Device

-6 DC control device
8 ECM Device

Child device Enumerator device

Cantral device

Figure 6.2: Separate USB Device Stacks with a Control Device

When DriverCore is in control device mode, the control deyacoxies API requests
between the child devices and the enumerator device, fongbea

1. The child device calls a DriverCore API function.

2. The child device passes the request to the control device.
3. The control device verifies that the enumerator devicat&xi
4

. Ifthe enumerator device exists, the control device mafserequest to the
enumerator driver.
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6.5.2 Working with the Control Device

To enable the DriverCore control device mode, install theticd device p.5.3. To
disable the DriverCore control device mode, uninstall thietiol device 6.5.4.

NOTE
The control device feature is not automatically include®iiverCore driver
packages. For more information, séeding Control Device Support to a Driver

Packagg6.1.1.

6.5.3 Installing the Control Device

Since it is designed to bypass Plug and Play, the controtdeannot be installed or
uninstalled using the Plug and Play Manager or DPInst. Tiérobdevice must be
installed and uninstalled using thelreg.execommand-line utility.

To install the control device
1. Disconnect any devices that use DriverCore.

2. Usingwdreg.exeinstall the control device INF. For example, if the INF is
nameddc_enum_control.inf, run

wdreg.exe -inf dc_enum_control.inf install

This creates the control device and setsUlseControlDevice  registry
key [E.4], adding the key if it is not already there. Normally, the tohdevice
should be installed before installing the enumerator devic

TP

Wdreg is provided in two versionsidreg.exeandwdreg_gui.exe Both are
run from the command line and provide the same functionaitgept that
wdreg_gui.exeuses dialogue boxes to display messages.

6.5.4 Uninstalling the Control Device

To uninstall the control device
1. Disconnect any devices that use DriverCore.

2. Usingwdreg.exeuninstall the control device INF. For example, if the INF is
nameddc_enum_control.inf, run

wdreg.exe -inf dc_enum_control.inf uninstall

This deletes the control device. Normally, the enumeragoiad should be
uninstalled before uninstalling the control device.
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Accessing the ACM/USB2Serial
Device

7.1 Overview

Once you have installed the ACM/USB2Serial driver for yoavide, you can
interact with the device from an application. There are tramdard types of
communication with an ACM/USB2Serial device:

Serial-data transfer: Raw-data transfer. This type of transfer is implementedgsi
the native Windows file-management ARLY.

Encapsulated-data transfer: Transfer of data that is encapsulated in the proprietary
format of the supported CDC interface control protoGo8[. You can
implement this type of transfer using the DriverCore CDCagrsulated-data
transfer functionsl[3.2], provided by the ACM/USB2Serial driver.

40
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7.2 Transferring Serial Data Using the Windows API

DriverCore exposes your ACM/USB2Serial USB device as a COM (virtual
COM port/ virtual serial modem). You can, therefore, useWirdows
file-management API to open a handle to the device and impieseeial-data
transfer:

1. UseCreateFile() to open the COM port assigned to your USB device, as
demonstrated in the following code sample:

HANDLE com_h;

com_h = CreateFile("\.\COM19", GENERIC_READ | GENERIC W  RITE, 0,
NULL, OPEN_EXISTING, 0, NULL);
if (INVALID_HANDLE_VALUE == com_h)

{

[* Failed to acquire a device handle */
goto Exit;
}

2. UseReadFile() andWriteFile() to communicate with the device.

3. UseCloseHandle()  to close the COM port, as demonstrated in the following
code sample:

if (!CloseHandle(com_h)) /* com_h: Handle acquired with Cr eateFile() */

[* Failed to release the device handle */
goto Exit;
}

NOTE
For more information about the Windows file-management Aé¢fer to the
Microsoft Developer NetworkNISDN):

 File Management —
http://msdn.microsoft.com/en-us/library/aa364229(VS .85).aspx

 CreateFile Function —
http://msdn.microsoft.com/en-us/library/aa363858(VS .85).aspx

e Opening a File for Reading or Writing —
http://msdn.microsoft.com/en-us/library/bb540534(VS .85).aspx

 CloseHandle Function —
http://msdn.microsoft.com/en-us/library/ms724211(VS .85).aspx
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7.3 Transferring Encapsulated Data Using the
DriverCore API

According to the CDC 1.1 Specification, a CDC ACM applicati@m optionally
communicate with a device via the transfer of data that ispswlated in the
proprietary format of the supported CDC interface controtgcol; the application
sends encapsulated commands to the device, and receiassatated responses.

The ACM/USB2Serial driver, features the DriverCore CDC AR3], which provides
specific functions for transferring encapsulated data eetvthe host and the device,
as outlined in sectioh3.2

To transfer encapsulated data, the application should
1. Acquire a handle to the device]].

2. Use the DriverCore CDC encapsulated-data transferifurfl.3.2] to
exchange encapsulated data with the device, via the adqigrgce handle.

3. Release the handle to the devité&][

7.3.1 Windows COM Port Access

Windows does not allow COM port sharing; at any given momtirer,e can only be
one open handle to each COM port. Therefore, when implemgbtth serial and
encapsulated-data transfer for your device, you needhereshare the same port
handle for both types of transfer, or otherwise synchrotfizeacquiring and releasing
of the port handle.

The ACM/USB2Serial driver enables you to support both $and
encapsulated-data transfer, regardless of whether yeotgelimplement both types
of transfer from a single applicatioid 3.3 or from two applications, each dedicated
to handling a different type of transfef.3.4, as explained in the following sections.

7.3.2 Driver Modes

The ACM/USB2Serial driver supports two driver modes:

Single-device mode- In this default driver mode, the ACM/USB2Serial driver
creates a single COM port device instance (i.e., virtual Caaivt or virtual
serial modem), which is associated with your physical USHae
This mode is compatible with single-application implenagians [7.3.3.
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Dual-device mode- In this mode, the ACM/USB2Serial driver creates two device
instances for your physical USB ACM/USB2Serial device:

1. A Serial Device— A COM port (similar to that created by the driver in
the single-device mode) — for transferring serial data

2. An Extra-Control Device — for transferring encapsulated data

This mode enables simultaneous access to the same phySiBal U
ACM/USB2Serial device, from two separate applicationsehededicated to
handling a different type of data transfer — as explaineceatisn7.3.4

To activate the dual-device driver mode, you need to ingialExtra-Control
Device INF file (default namecdc_acm_ser_ctrl.in), and set the
ExtraControlEnabled enumerator driver parametet.fl] .

7.3.3 Single-Application Implementation

When implementing serial and encapsulated-data tranmstleisame application,
you can share the device handle (i.e., the handle to the COMapsociated with the
device) for both types of communication.

In this type of implementation, the application’s work flolosild be as follows:
1. Acquire a handle to the Serial Device (COM port), as oatlim sectior.1.1

2. Use the acquired handle both to transfer serial data -g tisenWindows
file-management API7.2] — and to send and receive encapsulated data — using
the DriverCore CDC encapsulated-data transfer functib8<.

3. Release the device handle, as outlined in seé¢tioh

Figure7.1illustrates a single-application implementatiand.d.
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7.3.4 Dual-Application Implementation

You may want to separate the handling of the serial- and exutaied-data

transfers into two applications; this is useful, for examjiflyou wish to use an
existing legacy serial application (such as a terminal emou), and write your own
application to transfer encapsulated data. Such a dudicapipn implementation

is not normally possible, due to the Windows restriction @N\Gport sharing, as
outlined in sectiory.3.1 However, the ACM/USB2Serial driver's dual-device driver
mode [7.3.9 provides a means for bypassing this problem.

As explained in sectiofd.3.2 in the dual-device driver mode, the driver creates
two device instances — a Serial Device and an Extra-Conewid®. Using this
driver mode, the physical USB ACM/USB2Serial device candezased from two
separate applications — each dedicated to handling adtfifféype of data transfer,
and communicating with a different device instance:

» Theserial application communicates with the Serial Device and implements
raw serial-data transfer, using the Windows file-managemenh[7.2].

« Thecontrol application communicates with the Extra-Control Device using
the DriverCore functiond]; encapsulated-data transfer is implemented using
the DriverCore CDC encapsulated-data functidr& 2.

NOTE

When using a dual-application implementation, the endapesttdata transfer must
be handled only by the control application; the serial aygtion may not send or
receive encapsulated data.

Figure7.2illustrates a dual-application implementation, usingA@M/USB2Serial
driver’s dual-device driver modé&'[3.3.
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Appendix A

About DriverCore

To promote the USB standard and facilitate the use of USBU®B Implementers
Forum fittp://www.usb.org ) defined USB software protocols (classes) for various
device types. The original standard enabled operatingsysto communicate with
common devices; it defined USB classes such as standard Masg& HID, and
Printer. As USB became widespread, additional USB classes defined, to enable
the transport over USB of additional protocols — includinigdgnet, Serial, and
Bluetooth — providing more flexibility to OEMs and enablirptsupport of complex
multi-function devices.

Jungo’s DriverCore class drivers fully implement the US&ssles that, in popular
operating systems, are either poorly implemented or nqiaied at all. By

helping device manufacturers to expose the functionafithi@r devices over USB,
DriverCore reduces development cost and time-to-market.réady-to-deploy
drivers are fast and robust. Customers repeatedly attése tealue of DriverCore and
its ability to accelerate the ramp-up to mass productionsfudten time-to-market.

NOTE

The DriverCore drivers are targeted at standard operaistg s that provide
native support for USB, such as Windows. In addition, for edded systems that
do not inherently support USB, Jungo offers embedded USRB Hegice, and
On-The-Go (OTG) stacks — see the description of the USBwaréygt line:
http://www.jungo.com/st/usbware_embedded _usb_soluti on.html

The USBware host stack includes embedded CDC class drivers:
http://www.jungo.com/st/lembedded_usb_cdc.html
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Appendix B

The Customized Driver Package

This chapter describes the contents of the customized @ore driver package
directory, as generated using the DriverCore wiz&ja[ prepared manuallyg].1].

NOTE

In the following instructions, replaceenum=>and<child> instances with

the names of your selected enumerator driver and child riespectively.

For example, if the name of your enumerator drivguiggo_enum, replace
<enum>.syswith jungo_enum.sys In addition, replac&extra_ctrl> instances
with the name of the Extra-Control Devicé.B.2.

The top-level driver package directory (e xf36 or x64) contains the following files
and directories:

e A driver directory
« DPInst.exe— the Microsoft Windows Driver Package Installer (DPIng) [

« difxapi.dll —the Microsoft Driver Install Frameworks API (DIFXAPI) DL.L
required by DPInst

« dpinst.xml — DPInst descriptor (configuration) file
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Thedriver directory contains the following files:

« WdfColnstaller01007.dll — the Microsoft Windows Driver Foundatiol{DF)
co-installer DLL, which is required for the operation of theverCore drivers

* <enum>.sys(default:dc_enum.sy}— the enumerator driver, which provides
the interface between the USB and the child driver

e <enum>.inf (default:dc_enum.inf) — an INF file for installing the enumerator
driver

* <child>.sys(default:cdc_acm.sys— the child driver

 <child>.inf (default:cdc_acm_modem.inr cdc_acm_obex.inf— an INF
file for installing the child driver

e <enum>.pdb- a Windows symbols file for debugging the enumerator driver
* <child>.pdb — a Windows symbols file for debugging the child driver

The followingdriver directory files are only required if you have selected to use
the control device mode — sémlating Child Devices from Plug and Pl§§.5.
Otherwise, they need not even be included in your custondzedr package:

e <enum>_control.inf (default:dc_enum_control.inf) — an INF file for creating
the control device

« wdreg.exe— a utility for installing/uninstalling the control devi¢dBF
« wdreg_gui.exe- a graphical version of’dreg.exe

The followingdriver directory files are only required if you have selected to hse t
Extra-Control Device feature of the dual-device driver @ 3.3; otherwise, they
need not even be included in your customized driver package:

e <extra_ctrl>.inf (default:cdc_acm_ser_ctrl.inj — an INF file for creating an
Extra-Control DeviceT.3.3

Thedriver directory contains the following subdirectories:
e enum_sys- contains files for rebuilding the enumerator driver
« child_sys— contains files for rebuilding the child driver

I AppendixD explains how to customize the driver file properties anditelibe
drivers, using the files from thenum_sysandchild_sysdirectories.



Appendix C

The Windows Driver Package
Installer (DPInst)

DriverCore driver packages include the Microsoft Window#/Br Package Installer
(DPInst), which can be used for the installation and uninstallatibtihhe DriverCore
drivers M]. DPInst has many useful options for streamlining drivestaflation and
uninstallation. Options are configurable by editing dpénst.xml file that is included
in the driver package, or via command-line switches.

NOTE
Your customized driver package directoBj [contains the DPInst executable —
DPInst.exe— and the DPInst configuration filedpinst.xml

For information about the DPInst configuration flags, see
http://msdn.microsoft.com/en-us/library/ms791062.as pX.

For information about the DPInst command-line switches, se
http://msdn.microsoft.com/en-us/library/ms790806.as pX.

You can also display the DPInst command-line switches usiathelp  switch:
DPInst.exe /help

For more information about DPInst, see
http://msdn.microsoft.com/en-us/library/ms790308.as pX.
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Appendix D

Customizing Driver File
Properties via the Resource
Files

The enumerator and child drivesy9 files each contain properties (strings) that can
be modified by editing the driver’s resourcec] file and rebuilding the driver.

Your customized driver packagB] contains the resource files for your enumerator
and child drivers, and the other files required for rebutdimese drivers using the
Windows Driver Kit WDK).

To edit a driver’s resource file and rebuild the driver usimg WDK
1. Navigate to thelriver subdirectory in your driver package directory.

2. Navigate to the subdirectory containing the resourcédil¢he target driver:
enum_sysfor the enumerator driver, ahild_sysfor the child driver.

3. Edit the resourcerg) file to customize the property definitions.

4. Rebuild the driver. Thenum_sysandchild_sysdirectories contain the
files required for building the driver using the Windows niKit (WDK),
available from Microsoft.

To rebuild the driver using the WDK

(a) Open a command prompt to the directory containing thesdto be built
(enum_sysfor the enumerator drivechild_sysfor the child driver).

(b) Atthe command prompt, tydeld to build the driver.
The driver is created in a new subdirectory.
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Appendix E

Manually Customizing the
Drivers via the INF Files

Windows drivers are installed via INF files. The INF file indes add-registry
sections, which contain entries for modifying the Windoesgistry keys. The INF
AddReg directives determine which add-registry sections to pssctus controlling
the driver parameters that will be defined in the registrymiie INF file is installed.

You can customize the DriverCore drivers, before theiralation, by defining your
desired driver parameters in the relevant add-registrydéitions.

Some configurable parameters may already be defined in th&l&\ffou can edit
the existing definitions, as well as add new parameter diefirsit

To define a registry parameter in the INF file, under the releadReg directive,
add a line that conforms to the following format:

HKR, Parameters, <param_name>, <param_type>, <param_val ue>
(see the MSDN documentation for additional information:
http://msdn.microsoft.com/en-us/library/ms794514.as pX).

For example, the template and wizard-generated DriverDtfe
files include the following>ebuglLevel parameter definition, under
[Devinstall. AddService.AddReg] :

HKR, Parameters, DebuglLevel, 0x00010001, 2

NOTE

Unless otherwise specified, the type of all registry paransetocumented in this
chapter iREG_DWORIDis type is indicated by setting tifix00010001 flag as
the<param_type> in the registry parameter definition, as demonstrated afmove
theDebuglLevel parameter.
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The following sections describe configurable driver par@msgthat you can define by
editing the DriverCore driver INF files.

The documented default parameter values are the valuesithlbé used when the
INF file does not define the related parameter; not all pararséiave default values.

NOTE
Most of the configurable driver parameters can also be cuséahvia the

DriverCore wizard, when using the wizard to generate thesdpackage3].

E.1 Custom DriverCore Driver Parameters

This section describes custom DriverCore driver pararaeldrese parameters can be
defined in thgDevinstall. AddService.AddReg]section of the relevant INF file.

The following parameters can be defined independently foin €axiverCore driver
(e.g., enumerator and child), by editing the driver’'s INEfil

Parameter | Description Default Value
DebugLevel| Debug level: controls the types of debug 2
information that the DriverCore driver sends to
the operating systend [§

The following parameters can be defined in the enumeratofilbtF

Parameter Description Default Value
IdleTimeout Number of idle seconds before 20

the device enters suspend mode

(0 = suspend disabled).

Note: For details and limitations, see
Power Managemen6.3.
ExtraControlEnabled Enable the dual-device driver 1
mode [7.3.9

E.2 USB Hardware Parameters

The USB hardware parameters can be defined ifiDegInstall NT_HW_AddReg]
section of the enumerator INF file.

Parameter | Description Default Value
EnableZLP| Send a zero-length packet after each OUT 1

transfer whose byte count is a multiple of
the maximum packet size
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E.3 Device Hardware Parameters

The hardware parameters described in this section can medéfi the
[Devinstall_ NT_HW_AddReg] section of the relevant INF file.

NOTE

Unless otherwise specified, the parameters describedsiseition apply to the
CDC ACM child device, and daotapply to the Extra-Control Device of the
dual-device driver moder[3.3.

E.3.1 General Parameters

The following device hardware parameters can be definectieiumerator INF file:

Parameter Description Default Value

DeviceClassTypg Forcibly sets the device class type of the child devige, 0
ignoring any type definition in the device descriptors.
The following device-class-type values are valid:
0 — UNDEFINED

1-ACM
2-ECM
3 - OBEX
4 —-EEM
5-1CCD
6 — DFU

Note: Setting this parameter to a specific device class
type does not guarantee standard class behavior if
the device is not implemented in accordance with the
specification of the selected class type.

The following device hardware parameters can be definectichiid INF file:

Parameter Description

DeviceGUID | A custom globally unique identifieQUID) to assign
to the device, in addition to the GUID assigned by
default.

When defining this parameter, its type must be set o
%REG_SZ%nd its value must be indicated within
curly braces {<GUID>} ;i.e., define it as follows:
HKR, ,"DeviceGUID",%REG_SZ% {<GUID>}
(where =GUID>" is your desired GUID).

Note: This parameter can be set for any

child device, including the Extra-Control

Device of the dual-device driver modé.B.J.

By default, DriverCore assigns a GUID of
{cd56b1bd-c817-4e15-88de-bc4afl202dch}

to the Extra-Control Device.
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E.3.2 CDC ACM Child-Device Parameters

The following CDC ACM child-device hardware parameters bardefined in the
child INF file:

Parameter Description Default Value
DatalnPacketsPerXfer | The number of USB packets per 8
data IN transfer
DatalnBuffers The number of transfers that the dgta ~ 0x80
IN endpoint can buffer
CtrIDevHoldChildIfinUse | Delays unloading the CDC ACM 0

child device upon unloading of the
enumerator device, until there are
no open handles to the child device.
This feature requires control device
mode — seésolating Child Devices
from Plug and Play6.5].

CallClearData Resets the IN and OUT data pipes 0
(but not the natification pipe), when
any of the following events occurs:
* A handle is opened to the device.
* The device wakes up (resumes)
from suspend, and there is an operj
handle to the device.
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E.3.3 Non-Standard-CDC-Device Parameters

Some of the CDC class drivers define parameters that are asadrf-standard

CDC devices. The driver applies these parameters whenetted configuration
descriptor that does not comply with the CDC 1.1 Specificatior standard CDC
devices, these parameters are ignored. When implemergmgtandard CDC
devices, the desired configuration must be defined by maujftfie parameter values.

The following non-standard-CDC-device hardware pararsatan be defined in the
enumerator INF file:

Parameter Description
Configuration USB configuration to use
Datalnterface Data interface

DataAlternateEnable| Alternate setting that enables the data interface
DataAlternateDisable Alternate setting that disables the data interfac

11

DatalnEp The address of the data IN endpoint’s "enable”
alternate settinglataAlternateEnable )

DataOutEp The address of the data OUT endpoint’s "enable”
alternate settinglataAlternateEnable )

Comminterface Communication interface (optional)

NotifyEp The address of the notification endpoint

* Note: Devices that do not support enable/disable shoulcifspdentical values for
DataAlternateEnable andDataAlternateDisable

E.4 Control Device Hardware Parameters

The following hardware parameters can be defined if<keaum>.AddReg]section
of the control device INF file.

NOTE
Replace<enum>with the name of your enumerator driver. For example, if @sne
is jungo_enum the section name would fgingo_enum.AddReg]

Parameter Description Default Value
UseControlDevicel Enables control device mode 1




Appendix F

Configuring Device Settings
using the Windows Device
Manager

The device settings of some devices can be modified via the®&lanager.
For example, to modify the port settings of a virtual COM port
1. Open the Device Managaetdvmgmt.msg.

2. Right-click the port to configure, then sel&rbperties
The Port Properties window opens.

3. Select théPort Settingstab.

4. Configure the desired parameters, then dliék
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Appendix G

Providing CDC ACM
Functionality on Windows 2000

According to the CDC 1.1 Specification, an ACM device showdd b
implemented using two interfaces that provide a singletionc This

is typically implemented by uniting the interfaces usingmterface

Association Descriptor (IAD) (see the MSDN IAD documerntati
http://msdn.microsoft.com/en-us/library/aad75772.as pX).

However, the Windows 2000 composite device driver — whialesponsible for
handling multi-interface devices — does not support IADs.a&esult, devices
that contain IADs are not enumerated correctly on this O8,itais impossible to
successfully install drivers for them.

To bypass this problem, the DriverCore ACM/USB2Serial @lrialso supports
an alternative device implementation for simulating seaddCDC ACM device
behavior:

A single interface, with one alternate setting that corg#ire following pipes:
« 1 interrupt pipe — for communication control

2 bulk pipes — for communication data
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Appendix H

Automatic Repair of
Modem-Device Symbolic Links

There is a bug in the Windowsodem.sydriver. When a USB modem device is
disconnected and then reconnected, while the COM port csdyn modem.sys
fails to update the device’s symbolic link. This can resultial attempts failing with
error 633.

To eliminate this issue, the DriverCore ACM/USB2Serialidriautomatically fixes
the symbolic link. This behavior is transparent to the used dialing can proceed
without errors.
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Appendix |

API| Reference

This appendix describes DriverCore APls provided by the AG8B2Serial driver.

[.1 Acquiring and Releasing Device Handles

To communicate with your device from an application, you triiust acquire a
handle to the device.

When working in the dual-device driver mode3.3, you need to acquire handles
both to the Serial Device and to the Extra-Control Device.

When a device handle is no longer required, it should be sekbasing the
appropriate function.

The following sections explain how to acquire and releaséceenandles when
working with the ACM/USB2Serial driver.

[.1.1 Serial-Device Handle

To acquire a handle to the Serial Device — either from thebkepplication, in
a dual-application implementatioi.3.4, or when using a single-application
implementationT.3.3 — use one of the following methods:

 To identify the device by its COM port name, call the Windows
CreateFile() function [7.2).

 To identify the device by its GUID, use the DriverCore commyP|
device-handle-acquisition functions, as outlined inisedt2.1.
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The acquired device handle can be passed both to the nathaoWs
file-management functiong |2 — for serial-data transfer — and to the DriverCore
CDC encapsulated-data transfer functidin3.p] — for encapsulated-data transfer
(when using a single-application implementati@rg[3).

When the handle is no longer required, release it using thkodehat matches the
handle-acquisition method that you used:

« If you used the WindowEreateFile() function to acquire the device handle,
release the handle by calling the Windo@ieseHandle()  function [7.2].

* If you used the DriverCore common-API functions to acquliegice handles,
release these handles by calling the the matching Driver€ammon-API
handle-release functions, as outlined in sectigri

[.1.2 Extra-Control Device Handle

To acquire a handle to the Extra-Control Device — when walkinthe dual-device
driver mode ¥.3.3 — use one of the following alternatives:

« To identify the Extra-Control Device by the name of the CObftp
(Serial Device) with which it is associated, call the Dri@ere CDC API
dc_acm_ctrl_handle_get() function [1.3.1.1], as explained in
sectionl.3.1.

 To identify the Extra-Control Device by its GUID, use theiiarCore
common-API device-handle-acquisition functions, asinatl in sectior.2.1

The acquired device handle can be passed to the DriverCoteebibapsulated-data
transfer functionsl[3.2].

When the handle to the Extra-Control Device is no longerireglrelease it using
the method that matches the handle-acquisition methog thatised:

« If you acquired the handle using the DriverCore CDC API
dc_acm_ctrl_handle_get() function, release the handle by calling the
DriverCore CDC APIdc_acm_ctrl_handle_put() function [1.3.1.3,
as explained in section3.1

« If you used the DriverCore common-API functions to acquiegice handles,
release these handles by calling the the matching Driver€ammon-API
handle-release functions, as outlined in secti@ri
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.2 DriverCore Common API

This section describes the DriverCore common API, whicledated in the
api_common.hheader file.

1.2.1 Acquiring and Releasing Device Handles

This section describes the DriverCore common-API funatifom acquiring and
releasing device handles.

NOTE

The functions described in this section allow you to acqaidevice handle by
specifying the device’s GUID. Alternatively, as explairiedectionl.1, you can use
the native Windows API (for the Serial Device) or the Driver€ CDC API (for the
Extra-Control Device7.3.7) to acquire a device handle by specifying the related
COM port name.

To acquire a device handle using the DriverCore common Aétfppm the following
sequence:
1. Calldc_devices_get() [1.2.1.7 to acquire a list of handles to internal
DriverCore device structures ("DriverCore device hangleshich match the
target device’s GUID.

NOTE
You can use th®eviceGUID parameter, in the child INF file, to set a
custom GUID for the target device, as explained in sedidhl

2. ldentify the handle to your target device, from among isteof
handles returned bgc_devices_get() , and pass this handle to
dc_device_open() [I.2.1.3 to receive a Windows handle to the device.

The following code sample demonstrates how to use the [Zwer common-API
functions to acquire a Windows handle to the Extra-Contr\libe.

NOTE

The GUID in the sample is set using tB&ID_ACM_SERIAL _CTRL_IFC
preprocessor definition, which is assigned the default Goflihe Extra-Control
Device —0xcd56blbd, 0xc817, Ox4el5, 0x88, Oxde, Oxbc, Ox4a, Oxfl,

0x20, 0x2d, Oxcd
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static const GUID guid = GUID_ACM_SERIAL_CTRL_IFC;

device_h *dev_list = NULL;
HANDLE dev_h = INVALID_HANDLE_ VALUE;
int dev_count = 0, status;

[* Acquire a list of devices, by GUID *

status = dc_devices_get(guid, &dev_list, &dev_count);

if (DC_STATUS_SUCCESS != status)

{
[* Failed to acquire a list of matching devices */
goto Exit;

}

if (Idev_count)
[* Failed to locate a matching device */
status = DC_STATUS_DEVICE_NOT_CONNECTED;
goto Exit;

}

[* Identify the device handle that matches your target devic e
the following code assumes that this is the first handle
in the returned *dev_handles list. */

¥ Acquire a Windows device handle to your target device */
dev_h = dc_device_open(dev_handles[0], 0);
if (INVALID_HANDLE_VALUE == dev_h)
{
* Failed to open a communication channel with the device */
goto Exit;

}

The acquired Windows device handle can be passed to theneihdows
file-management function3 [2 — in the case of a Serial-Device handle — and to
the DriverCore CDC encapsulated-data transfer functib8<] — in the case

of an Extra-Control Device handle in the dual-device drivede [7.3.9, or a
Serial-Device handle in the single-device driver mod&[3.

When the acquired handles are no longer required, releaseiththe following
manner:

1. Release the Windows device handle returnedcbglevice open() , by
passing it tadc_device_close() [1.2.1.4.

2. Release the list of DriverCore device handles returnettbjevices get)
by passing it talc_devices_put() [1.2.1.2.
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The following code sample demonstrates how to release thélémacquired using
the DriverCore common-API functions:

if (INVALID_HANDLE_VALUE != dev_h)

{
I* Release the Windows device handle acquired using dc_devi ce_open() */
status = dc_device_close(dev_h);
if (DC_STATUS_OPERATION_FAILED == status)
[* Failed to close the communication with the device */
}
}
if (dev_count)
{
* Release the list of DriverCore device handles acquired us ing
dc_devices_get(). */
status = dc_devices_put(&dev_handles, dev_count);
if (DC_STATUS_SUCCESS == status)
{
[* Failed to release the DriverCore device handles */
}
}

[.2.1.1 dc_devices_get()

PURPOSE

Identifies devices with the specified GUID, and returns adligtandles to internal
DriverCore device structures ("DriverCore device hanglew the matching devices.

PROTOTYPE

int WINAPI dc_devices_get (
GUID guid
device_h *x list ,
int xcount);
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PARAMETERS

Name Type Input/Output
O guid GUID Input

O list device_h** Output

O count int* Output

DESCRIPTION

Name Description

O guid A GUID structure depicting the globally unique identifier
(GUID) for which to search (see the MSDN GUID structufe
documentationhttp://msdn.microsoft.com/en-us/
library/aa373931%28VS. 85%29.aspx ).

Note: The GUID for the Extra-Control Device must
be either a custom GUID that was set for this device
via theDeviceGUID registry key E.3.], or the

default Extra-Control Device GUID 8xcd56b1bd,
0xc817, Ox4el5, 0x88, Oxde, Oxbc, Ox4a,

0xf1, 0x20, Ox2d, Oxcd —which is assigned to the
GUID_ACM_SERIAL_CTRL_IFCpreprocessor definition.
O list A pointer to the address of the list of matching DriverCore
device handles, created by the function.

Note: If no matching devices are fourfdqunt=0 ), the
function does not update this parameter.

O count A pointer to the number of matching devices found by the
function.

RETURN VALUE

ReturndDC_STATUS_SUCCES@®) on success, or a non-zero DriverCore status
code |.4.2] on failure


http://msdn.microsoft.com/en-us/library/aa373931%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/aa373931%28VS.85%29.aspx
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[.2.1.2 dc_devices_put()

PURPOSE

66

Releases a list of DriverCore device handles, created bgaqurs call to

dc_devices_get() [1.2.1.1.

PROTOTYPE

int WINAPI dc_devices_put(
device_h *x list ,
int count);

PARAMETERS

Name

Type Input/Output

O list

device_h** Output

O count

int Input

DESCRIPTION

12

Name Description

O list A pointer to the address of the DriverCore device-handle
list to release.

O count The number of handles in the returnie

RETURN VALUE

ReturndDC_STATUS_SUCCES@®) on success, or a non-zero DriverCore status

code [.4.2] on failure
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[.2.1.3 dc_device_open()

PURPOSE
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Opens a communication channel with the specified device.

PROTOTYPE

HANDLE WINAPI dc_device_open (

device_h dev,
DWORD options);

PARAMETERS

Name

Type Input/Output

O dev

device_h Input

O options

DWORD Input

DESCRIPTION

L

Name Description

O dev DriverCore device handle, as received from a previous ca
to dc_devices_get() [I.2.12.7

O options Reserved for future use

RETURN VALUE

Returns a Windows device handle on succes8y\WiLID HANDLE VALUEonN failure
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[.2.1.4 dc_device_close()

PURPOSE

Closes the communication channel with the specified device.

PROTOTYPE

int WINAPI dc_device_close (HANDLE dev_h);

PARAMETERS
Name Type Input/Output
O dev_h HANDLE Input

DESCRIPTION

Name Description

O dev_h Windows device handld.fl]

RETURN VALUE

ReturndDC_STATUS_SUCCES@®) on success, dC_STATUS OPERATION_FAILE®n
failure
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.3 DriverCore CDC API

This section describes the DriverCore CDC API, which is aesal in thecdc_api.h
header file.

1.3.1 Acquiring and Releasing Extra-Control Device Handles

This section explains how to use the DriverCore CDC API tauaregand
release a handle to the Extra-Control Device, when workirthe dual-device
driver mode ¥.3.3. This handle can then be passed to the DriverCore CDC
encapsulated-data-transfer functioh3.p].

NOTE

As explained in sectiohl, you can alternatively use the DriverCore common-API
functions to acquire and release a handle to the Extra-Glddéavice, identifying

the device by its GUID instead of by the name of the COM porhwihich it is
associated.

To acquire a handle to the Extra-Control Device using theéd@ore CDC API, call
thedc_acm_ctrl_handle_get() function [1.3.1.7], as demonstrated in the
following code sample:

HANDLE extra_ctrl_h;

* Acquire a handle to the Extra-Control Device */
extra_ctrl_h = dc_acm_ctrl_handle_get(L"COM19");
if (INVALID_HANDLE_VALUE == extra_ctrl_h)

[* Failed to acquire a handle to the Extra-Control Device;
perform error handling here */

}
When the handle is no longer required, release it by calliegiriverCore CDC
API dc_acm_ctrl_handle_put() function [1.3.1.3, as demonstrated in the

following code sample:

[* Release the Extra-Control Device handle acquired using
dc_acm_ctrl_handle_get() */
if (DC_STATUS_SUCCESS != dc_acm_ctrl_handle_put(extra_ ctrl_h))
{
I* Failed to release the Extra-Control Device handle;
perform error handling here */
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[.3.1.1 dc_acm_ctrl_handle_get()

PURPOSE

70

Acquires a Windows handle to an Extra-Control Device.

NOTE

This function should only be used to acquire a handle to theaERontrol Device,
when working in the dual-device driver modé3.3; it should not be used to
acquire a handle to the Serial Device.

When the application no longer needs to access the Extra@&evice, it should
release the handle using ttie acm_ctrl_handle_put() function [.3.1.3.

I The function’s prototype differs depending on whether thgliaation is built
with Unicode support or not, as shown below.

ProTOTYPE (UNICODE)

HANDLE WINAPI dc_acm_ctrl_handle_get (WCHARcom_port) ;

PARAMETERS (UNICODE)

Name

Type Input/Output

0 com_port

WCHAR * Input

PRoOTOTYPE (NON-UNICODE)

HANDLE WINAPI dc_acm_ctrl_handle_get (CHARcom_port) ;

PARAMETERS (NON-UNICODE)

Name Type Input/Output

0 com_port CHAR * Input
DESCRIPTION

Name Description

0 com_port The name of the COM port (Serial Device) with which to

associate the Extra-Control Device (elgCOM19").

RETURN VALUE

Returns a Windows device handle on succes8y\WiLID HANDLE VALUEon failure
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[.3.1.2 dc_acm_ctrl_handle_put()

PURPOSE

Releases a Windows handle to an Extra-Control Device.

71

NOTE

This function should only be used to release a handle to am#ntrol Device,

acquired usinglc_acm_ctrl_handle_get() [1.3.1.1, when working in the
dual-device driver mode/[3.2.

PROTOTYPE

int WINAPI dc_acm_ctrl_handle_put(HANDLE dev_h);

PARAMETERS
Name Type Input/Output
O dev_h HANDLE Input

DESCRIPTION

Name Description

O dev_h Windows device handld.[l]

RETURN VALUE

ReturndDC_STATUS_SUCCES@®) on success, or a non-zero DriverCore status
code [.4.2] on failure
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1.3.2 Encapsulated-Data Transfer Functions

Use the DriverCore CDC encapsulated-data transfer fumstabescribed in this
section, to send and receive encapsulated data:

* Usedc_cdc_encapsulated_send() [1.3.2.7] to send encapsulated data
(a command) to the device.

« Usedc_cdc_encapsulated_wait() [1.3.2.3 to wait until an
encapsulated response is available from the device.

* Usedc_cdc_encapsulated_get() [1.3.2.2 to receive encapsulated data
(aresponse) from the device.

The following code sample demonstrates an encapsulatadrdasfer using the
DriverCore CDC encapsulated-data transfer functions.

[* Send an encapsulated command to the device */
if (DC_STATUS _SUCCESS != dc_cdc_encapsulated_send(
dev_h, my_cmd_buf, my cmd_buf length))

{ I* Failed to send the command; perform error handling here */

\

[* Wait for a response from the device */

if (DC_STATUS SUCCESS != dc_cdc_encapsulated_wait(dev_ h))

{ [* Failed to wait for the response; perform error handling he re *
}

[* Receive the encapsulated response from the device */
else if (DC_STATUS_SUCCESS != dc_cdc_encapsulated_get(

dev_h, my response_buf response_buf length, response_ length))
{

I* Failed to receive the response; perform error handling he re *

}
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[.3.2.1 dc_cdc_encapsulated_send()

PURPOSE

Sends &endEncapsulatedCommand
command to the device.

PROTOTYPE

73

request, in order to issue an encapsulated

int WINAPI dc_cdc_encapsulated_send(

HANDLE dev_h,
PVOID cmd_buf,
DWORD cmd_buf_len);

PARAMETERS

Name Type Input/Output

O dev_h HANDLE Input

O cmd_buf PVOID Input

O cmd_buf _len DWORD Input
DESCRIPTION

Name Description

O dev_h Windows device handld.[l]

O cmd_buf Pointer to a buffer containing the encapsulated commang

send

I to

O cmd_buf _len

Size, in bytes, of the encapsulated command

RETURN VALUE

ReturndDC_STATUS_SUCCES@®) on success, or a non-zero DriverCore status

code |.4.2] on failure
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[.3.2.2 dc_cdc_encapsulated_get()
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Sends d&etEncapsulatedResponse  request, in order to receive an encapsulated

response from the device.

PROTOTYPE

int WINAPI dc_cdc_encapsulated_get (

HANDLE dev_h ,
PVOID cmd_response_buf ,

DWORD cmd_response_buf_len ,

PDWORD bytes_ transfered)

PARAMETERS

Name Type Input/Output
O dev_h HANDLE Input

O cmd_response_buf PVOID Output

O cmd_response_buf _len DWORD Input

O bytes_transferred PDWORD Output
DESCRIPTION

Name Description

O dev_h Windows device handld.fl]

O cmd_response_buf

Pointer to a buffer to be filled with the received response

O cmd_response_buf len

Size, in bytes, of the response buffer
(cmd_response_buf )

O bytes_transferred

Pointer the response size, in bytes

RETURN VALUE

ReturndDC_STATUS_SUCCES@®) on su
code |.4.2] on failure

ccess, or a non-zero DriverCore status
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1.3.2.3 dc_cdc_encapsulated_wait()
PURPOSE
Waits for aResponseAvailable  notification from the device, indicating that a
GetEncapsulatedResponse  request should be issueld3.2.3.
I The function blocks until a response is available from thaaie
PROTOTYPE
int WINAPI dc_cdc_encapsulated_wait (HANDLE dev_h);
PARAMETERS
Name Type Input/Output
O dev_h HANDLE Input

DESCRIPTION

Name Description

O dev_h Windows device handld.fl]

RETURN VALUE

ReturndDC_STATUS_SUCCES@®) on success, or a non-zero DriverCore status
code |.4.2] on failure
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.4 DriverCore Status Codes API

The API described in this section is defined in tiee status.hheader file.

I.4.1 dc_status2str()

PURPOSE

Retrieves the description of a given DriverCore status ¢bde?].

PROTOTYPE

static const charrdc_status2str(dc_status_t dc_status);

PARAMETERS
Name Type Input/Output
O dc_status dc_status_t Input

DESCRIPTION

Name Description

O dc_status DriverCore status codé.f.2)]

RETURN VALUE

Returns a null-terminated string that describes the gitetins codedc_status )
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1.4.2 dc_status t

— DriverCore Status Codes

This section describes the DriverCore status codes.

77

typedef

int dc_status_t;

Name

Description

DC_STATUS_SUCCESS

Success (0)

DC_STATUS_OPERATION_FAILED

Operation failed

DC_STATUS_TIMEOUT

Timeout occurred

DC_STATUS_BUFFER_TOO_SMALL

Buffer too small

DC_STATUS_INVALID_PARAMETER

Invalid parameter

DC_STATUS_INVALID_DEVICE_REQUEST|

Invalid device request

DC_STATUS_INVALID_DEVICE_HANDLE

Invalid device handle

DC_STATUS_ACCESS_VIOLATION

Access violation

DC_STATUS_DEVICE_BUSY

Device busy

DC_STATUS_DEVICE_NOT_CONNECTED

Device not connected

TP

Usedc_status2str()

status code.

[1.4.1] to retrieve the description of a given DriverCore
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Troubleshooting

J.1 Troubleshooting FAQ

J.1.1 My drivers fail to install

Verify the hardware IDs defined by the device drivel g

J.1.2 My composite USB device is not working properly

Follow the instructions in th&roubleshooting a Composite USB Devseetion [J.3.

J.1.3 Windows does not recognize the multiple functions of gn
composite USB device

Follow the instructions in th&roubleshooting a Composite USB Devéeetion J.3.

J.1.4 My USB device fails to respond to read and write request

See thelroubleshooting COM Port Problensection .4.

J.1.5 The Windows Device Manager shows an error ("!") for the
COM port/modem associated with my device

See theTroubleshooting COM Port Problensection [.4].

78
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J.1.6 The Windows Device Manager indicates a port conflict fo
the COM port associated with my device

See thelroubleshooting COM Port Problensection .4.

J.1.7 How can | get additional help?

See the&Getting Helpsection P.§.

J.2 Verifying the Hardware IDs

If the hardware IDs defined by the drivers for a USB device acelirect, the
operating system will not be able to load the correct drifershe device. You
should therefore verify that the hardware IDs defined foryamyice in the driver
INF files, match the actual device hardware IDs.

To verify the hardware IDs defined by the device drivers

1. View the actual hardware IDs (as reported by the devictjarDevice
Manager:

(a) Open the Windows Device Managdeymgmt.msg, right-click your
device, and seled®ropertiesto display the device Properties window.

(b) Select théetailstab and choose thdardware Idsoption in the
drop-down box, to display the device’s hardware IDs.

2. Verify that the hardware IDs in the enumerator and chil& fies for your
device match the actual hardware IDs, as displayed in thecB&anager.

The hardware IDs are defined in the following sections of e files (see
section6.1, step #.00):

« [DevicelList]
* [DeviceList.NTx86]
* [DeviceList.NTamd64]

NOTE

* Pay special attention to the Vendor ID (VID) and Product HDLY).

*If the hardware is a composite device, verify that hardwBseare properly
defined for each device function.

3. Ifthe hardware IDs in the INF files are incorrect, eithengyate a new driver
package using the DriverCore wizai],Jor manually edit the hardware IDs in
the INF files (see sectiod.1, step #09.
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J.3 Troubleshooting a Composite USB Device

When a composite USB device is connected to a Windows hasQ8normally
identifies it as a composite device and installs the Windo®B domposite class
driver (usbccgp.sysfor the device. This driver enumerates each of the devIid€B
functions; as each function is exposed, a driver can beliedtfor that function.

If you encounter problems using a composite USB device wotlr YriverCore
drivers, this is probably due to one of the following reasons

e There is a mistake in the device descriptors, which eithevents the OS
from recognizing the device as a composite device and limgjdhe Windows
USB composite class driver, or causes the device functmhe enumerated
incorrectly P.3.3.

* The Windows USB composite class driver has been unindtgiierhaps
inadvertently).

» Another driver has been installed for the root device gadtof the Windows
USB composite class driver. This can happen, for exampj@ufthave
manually edited the INF files in your driver package, andisettardware 1Ds
in one or more of these files in a manner that applies to thed®dgte instead
of to specific device functions. For more information onisgtthe hardware
IDs in the INF files, refer to sectio®.1, step #0c

To troubleshoot problems with a composite USB device

1. Check the device enumeratiah3.1.

2. Ifthe device’s parent driver is nasbccgp.sysinstall this driver J.3.3.
3. Recheck the device enumeratidr3]. 1.
4

. If the device’s parent driver is still nasbccgp.syscheck the device
enumeration].3.] on a different machine, on which the DriverCore drivers
have not been installed. If the enumeration on the other mads successful,
you should try to debug the installation on the machine orctvigbu
encountered the problems; you can contact Jungo for assésfhg.

5. If the parent driver is also incorrect on the other machiné the device
functions are not displayed or they’re displayed incotyeetverify the device
descriptorsJ.3.3.

6. If theusbccgp.sydriver is installed, and the device-functions informatisn
displayed correctly, verify the hardware ID entries in yBuiverCore INF files
(see information in sectioB.1, step #.0¢), and reinstall the DriverCore drivers
for your device #.1]. Note: Make sure that the hardware IDs in the INF file are
set for specific device functions, and not for the root device
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J.3.1 Checking the Enumeration of a Composite Device

When the drivers for a composite USB device are properhallest, the Windows
Device Manager shows the Windows USB composite class diisbiccgp.sys
installed as the device’s parent driver, and the devicerealsthows the exposed
device functions; for each function that has an installédedrthe subtree lists the
function description that was assigned, via the INF filejtythe driver installation.

To check the enumeration of a composite USB device

1.

)]

Connect the device to the computer.

2. Open the Windows Device Managee{mgmt.msg.
3.
4

. Locate and right-click the device in the device tree, aldcProperties

From theView menu, selecbevices by connectian

The device Properties window opens.

. Select thédriver tab.

6. Click Driver Details...

The Driver File Details window opens.

. Verify that theDriver fileslist includesusbccgp.syslf it does not, install

this driver by following the instructions in sectidn3.2 and then recheck the
device enumeration.

. Close the Driver File Details and device Properties wingland expand the

device subtree.

. Verify that the device’s USB functions are displayed eotly in the device

subtree. If they are not, verify the device descriptdt8 3.
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J.3.2 Installing the USB Composite Class Driver

If the Windows USB composite class driverspccgp.sysis not installed as the
parent driver of your composite USB device (i.e., for thetiavice) [.3.1, uninstall
the existing device drivers, and let Windows instadbccgp.sys

1. Connect the device to the host machine.

2. Open the Windows Device Managee¢ymgmt.msg.

3. Locate and right-click the device in the device tree, addUninstall.
4

. From theAction menu, selecEcan for hardware changes
The Windows Plug and Play Manager detects new hardware artsdpe
Found New Hardware Wizard.

5. Follow the instructions of the wizard, and direct the wikzto automatically
locate and install the driver.

6. Verify the installation by checking the list of driverssialled for the
device [.3.1.

J.3.3 \Verifying the Device Descriptors of a Composite Devie

If the operating system is unable to recognize the devicermposite and install
the correct driver for it, or if the driver is installed buktklevice functions are
not enumerated correctly, you should verify that the coméijan of the device
descriptors

« Complies with the USB Specificatioblfiiversal Serial Bus Specification,
Revision 2.0, April 27th, 2008http://www.usb.org/developers/docs/
usb_20 05122006.zip )

« |s supported by the operating system

NOTE

The Windows 2000 version afsbccgp.sysioes not support interface
association descriptors (IADs); on Windows 2000, devibes ¢tontain IADs
are not enumerated correctly, and it is impossible to ssfekginstall
drivers for them. For more information about this limitatiand how to
bypass it, refer to appendé.

To verify the device descriptors of a composite USB device

1. Install a software or hardware USB analyzer, and configuoecapture the
USB traffic that your USB device will generate.


http://www.usb.org/developers/docs/usb_20_05122006.zip
http://www.usb.org/developers/docs/usb_20_05122006.zip
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N

. Connect your composite USB device to the host machine.
The host enumerates the device, and the device sends itipdescto the host.

3. Inthe USB analyzer, turn off USB traffic capture and saeectptured traffic
to afile.

4. Inthe capture file, identify the descriptors sent by yaarice during its
enumeration.

5. Verify that the device descriptors properly define theickas a composite
device.

6. Verify that the device descriptors properly define the U&M:tions of the
composite device.

7. Verify that the device descriptors are supported in tre’foperating system
(see the Microsoft USB FAQs hitp://www.microsoft.com/whdc/
connect/ush/usbfag_intermed.mspx — and thenoteabove regarding IAD
support on Windows 2000).

NOTE
If you need assistance, email the analyzer capture file tgaJfor analysisK].

J.4 Troubleshooting COM Port Problems

To troubleshoot problems with the COM port associated withrydevice
1. Check for a COM port conflict[4.3.
2. Ifthereis a conflict, assign a different COM port to theide\J.4.3.

NOTE
A modem is a type of COM port; thereforéOM port references in this section
also apply to modems.

J.4.1 COM Port Conflicts — Overview

Windows maintains a COM port databasso(mDB) for arbitrating the use of
COM port numbers in the system, and ensuring that the same g@thumber is
not assigned twice. This database is used by all Windowplgdpinstallers, and
Microsoft recommends that vendor-supplied installers ake it (see the MSDN
documentationhttp://msdn.microsoft.com/en-us/library/ms800603.as pXx).

The DriverCore drivers use the Windows COM port databasesima COM ports
numbers, as recommended by Microsoft. However, some dr{neainly old drivers)


http://www.microsoft.com/whdc/connect/usb/usbfaq_intermed.mspx
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do not follow Microsoft's recommendation, and reserve parnbers for their
devices independently, without updating the OS COM pomrilolase. As a result,
the same number can end up being assigned to multiple patising a COM port
conflict:

e One of the COM ports will be inaccessible.
* The device on the inaccessible port will fail to respondead/write requests.

« The Device Manager will usually display an errot"§’for the inaccessible
port.

« TheDevice statusin theGeneraltab of the Device Manager’s Port Properties
window, will indicate a conflict.

To resolve a port number conflict, assign a different COM pmytour device J.4.3.

J.4.2 Checking for a COM Port Conflict

As explained abovel[4.], it is possible for multiple devices to be assigned the same
COM port number, resulting in a COM port conflict.

To check for a COM port conflict
1. Display the Advanced Settings of the COM port associatiétd your device:
(a) Open the Windows Device Managdeymgmt.msg.
(b) Locate the COM port for your device in tiRartssubtree.

(c) Right-click the port and seleBropertiesto display the Port Properties
window.

(d) Select thd?ort Settingstab, and click theAdvanced..button to display
the Advanced Settings window.

2. Inthe Advanced Settings window, te&®M Port Numberbox displays the
port’s name (which indicates the port number) — e.g., "CONitlck the
drop-down arrow to see a list of all COM ports in the systend, laok for ports
with the same name as that assigned to your device.

3. Ifthereis a conflict —i.e., if another port has the sameeamreassign the
COM port for your device].4.3.

J.4.3 Reassigning the COM Port for Your Device

If your device’s COM port number conflicts with that of anati@OM port, you
can reassign the COM port for your device, using either theddivs Device
Manager J.4.3.]1 or the DriverCorechange_portutility [ J.4.3.2.
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J.4.3.1 Reassigning the COM Port using the Device Manager

To reassign the COM port for your device using the WindowsiBeManager

1. Inthe Device Manager, display the Advanced Settings®fX®M port
associated with your device (see explanation in secliér?, step ).

2. Click the drop-down arrow of theOM Port Numberbox; in the COM ports
list, select a COM port that is not in use, and cl©@k.

3. Disable and re-enable the port in the Device Manager:

(a) Right-click the port and seleBtisable
Windows disables the port.

(b) Right-click the port and sele&nable
Windows enables the port and activates the driver.

J.4.3.2 Reassigning the COM Port using the DriverCore charg_port Utility

DriverCore includes a command-line utility for reassign®OM port numbers —
change_port This utility (provided in the DriverCortools directory) assigns new
COM port numbers using the operating system’s COM port desalj.4.].

To reassign the COM port for your device using tiange_portutility
1. Open acommand prompt.

2. Change directory to the DriverCat@ols directory:
cd <path to the DriverCore directory> \tools
For examplecd c: \DriverCore \tools

3. Runchange_portwith the COM port number currently assigned to your
device:change_port <current port number>
For example, if your device is currently associated with CHKkin
change_port 3
Thechange_portutility assigns a different COM port for your device.
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J.5 Debugging the DriverCore Drivers

The DriverCore drivers can be configured to print debug ngessto the operating
system log; these messages can be captured and logged ksimgebdebugger, such
as DebugView].5.3 or WinDbg.

To log debug messages from the DriverCore drivers
1. Setthe desired debug level for the driver$[].

2. Disconnect your device from the host machine, or disdtitethe Device
Manager.

3. Establish a debug session using your preferred kernelgeh (e.g.,
DebugView [.5.3).

4. Reconnect the device to the host machine, or enable ieiDdvice Manager
(depending on the method used in st@p. #

5. Reproduce the problem, then save and analyze the debug log
You can send the log to Jungo for assistarik§.

J.5.1 Setting the Debug Level
TheDebugLevel registry parameter controls the types of debug informétiain
the DriverCore drivers send to the operating system log.

DriverCore defines the followinBebugLevel values, which determine the types of
debug messages (if any) that will be sent by the driver:

Value | Name Description

0 Release | No debug messages
Error Error messages only
Info Error messages and basic information messages
Warning | Error, basic information, and warning messages
Verbose | All debug messages — error, basic information, warning, and
additional information messages

BIWIN P

The default debug level i (Info).
When sending debug information to Junddd, set the debug level tb (Verbosg.

NOTE

Processing debug messages impacts computer performapeeialy when
using the higher debug levels. When distributing the dsverthird parties, it is
recommended that you set the debug levél (Releasg
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You can set the debug level either by editing the driver INésf[l.5.1.], or by
editing the Windows registry directhyd[5.1.2.

NOTE
DriverCore defines a separddebuglevel parameter for each driver; therefore,
the debug levels of the enumerator and child drivers museébiedependently.

J.5.1.1 Setting the Debug Level in the INF Files
You can set the debug levels for your DriverCore drivers bjireglthe driver INF
files, and then reinstalling the drivers:

1. Close any applications that were used to communicateywith device, to
ensure that there are no open handles to the device.

2. Edit theDebugLevel inthe enumerator and/or child INF fileE][
3. Uninstall B.3 and reinstall £.1] the drivers to apply the changes.

J.5.1.2 Setting the Debug Level in the Registry

You can set the debug levels for your DriverCore drivers bireglthe Windows
registry directly, and then reloading the drivers.

CAUTION!

Be careful when editing the registry, since a mistake coaltajge the
operating system. Microsoft recommends backing up thestrggbefore
editing it. For more information about working with the refyy, see
http://support.microsoft.com/kb/256986

To set the drivers’ debug levels directly in the registry

1. Close any applications that were used to communicateywwith device, to
ensure that there are no open handles to the device.

2. Disconnect the device from the host machine, or disalelelévice in the
Device Manager. As a result, the drivers are unloaded.

3. Start the Windows registry editaregedit).


http://support.microsoft.com/kb/256986
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4. For each of the drivers for which you want to set the debuglledit the debug
level value using the registry editor:

 Navigate to the driver parameters keys:
HKEY_LOCAL_MACHINEBYSTEMCurrentControlSet \
Services \<driver name> \Parameters
Note: Substitutecdriver name> , above, with the name of your
enumerator or child driver.

» Double-click theDebugLevel key, to display the Edit Value dialogue.
» Enter the desired debug level value, then clik.

5. Reconnect the device to the host machine, or enable ieiDdvice Manager
(depending on the method used for unloading the drivers stepe2).
The drivers are loaded with the new debug settings.

J.5.2 Capturing Debug Information using DebugView

The Windows DebugView utility enables you to capture delmigrimation provided
by Windows applications and drivers.

NOTE
DebugView is available for free from
http://technet.microsoft.com/en-us/sysinternals/bb8 96647.aspx .

To capture debug information using DebugView
1. Start DebugView.
. From theCapturemenu, select all options except foog Boot
. From theOptionsmenu, select th&/IN32 PIDs option.
. From theComputermenu, select thivcal machineoption.

. Enable driver debugging and reload the drivér§ |

o 0o~ W N

. When you are finished capturing debug information, sagd®ibugView
output.


http://technet.microsoft.com/en-us/sysinternals/bb896647.aspx
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J.6

Getting Help

If you are unable to get the DriverCore drivers to work propefter reading the
documentation and the troubleshooting guidelines in tlegipus sections, contact
JungoK] for assistance.

To help us provide you with the most efficient support, in€eltige following
information with your request:

1.

The name and version of the operating system

2. The CPU (processor) brand and model
3.
4

. A screen capture of the Windows Device ManagevMmgmt.msg device tree,

The CPU architecture (e.g., 32 or 64 bit)

set toView > Devices by connectiofd.3.], with the subtrees expanded

. A screen capture of your device’s hardware IDs, as diggléay the Device

Manager J.4. For a composite device, attach a hardware-1Ds screemieapt
for each of the device functions for which the DriverCorevdrs failed to load.
Note: The Device Manager usually displays an error indiceff!”) next to
problematic devices/functions.

. If the Device Manager shows an erro¥’j"for the device and/or any of
its functions — for each erroneous instance, attach a scaggnre of the
Properties window'&eneraltab, which lists the error code.
. The following log files, from th&WINDIR% directory (for example,
C:\WINDOWS):
* SetupAPI log file(s):
— On Windows Vistasetupapi.app.logandsetupapi.dev.log from the
inf subdirectory.
— On older versions of Windowsetupapi.log
* setupact.log
» Wdf01007Inst.log
. If the enumerator and/or child driver fail to load — repuiod the problem while
using a kernel debuggel ., and attach a copy of the debug log
. A USB analyzer capture file, containing the device desaripof your

device [.3.3 (optional)



Appendix K

Contacting Jungo

For additional support and information, please contact us:

Web site:  http://www.jungo.com
Email: sales@jungo.com

USA (toll free):
Phone +1877 5140537
Fax: +1 877 514 0538

France (toll free):
Phone +33 800908 062

Worldwide:

Phone: +972747212121
Fax: +972 747212122
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